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(EJ» Summary

ge research deals with studying the performance of AES, DES, and RSA encryption\
algorithms and the degree of security resulting from using these algorithms to encrypt
files. Two different systems were proposed and implemented to enhance the security of
storing files on the cloud, the first is for managing the user's own files, which treats the
user's mobile phone serial number as a key to encrypt and manage files on the cloud
using hybrid encryption after splitting the file, the second is to manage files shared
between a group of users within the work group, where a server and client system was
built that uses encryption and digital signature to exchange files between them. A work
group was defined and users were added within the group, as no user from outside the
work group can access the work files. If any user within the work group makes a
modification to the work files and signs them, the owner of the last modification to the
files is shown, which ensures that no file is modified and encrypted without the
knowledge of the owner of the last modification and the original owner of the file. Files
can be decrypted by anyone within the work group without consulting the original file
owner. Note that every time any of the operations available within the system is
performed, it is verified that the file has not been modified in the period between

@ing the file and verifying it. J




